Position Description

Position Description #1521 

PD#: FPZ1203 Replaces PD#: 

Sequence#: VARIES

SECURITY OFFICER (OPERATIONS)

GS-0080-13

Installation: FORT MYER VA Major Command: VARIES

Region: NATIONAL CAPITAL

Citation 1: OPM PCS SECURITY ADMIN SERIES, GS-080, DEC 87

PD Library PD: NO

COREDOC PD: NO

Classified By: JACKIE MORRISSEY 

Classified Date: 06/07/2001

FLSA: EXEMPT Drug Test Required: VARIESDCIPS PD: NO

Career Program: 19Financial Disclosure Required: NO Acquisition Position: 

NO

Functional Code: 00Requires Access to Firearms: VARIES Interdisciplinary: 

NO

Competitive Area: VARIES Position Sensitivity: VARIES Target Grade/FPL: 13

Competitive Level: VARIES Emergency Essential: VARIES Career Ladder PD: NO

PD Status: VERIFIED

Duties:

This position may have a specific leadership training requirement. Prior 

to use, a training survey(s) must be filled out.

MAJOR DUTIES:

The primary purpose of this position is to serve as the DPS Security Officer (Operations). Incumbent assists the Director of Public Safety in discharging his duties as the principal staff officer for all law enforcement, fire, safety, and emergency security response for the Fort Myer Military Community (FMMC), composed of the Fort Myer and Fort McNair military installations. The Security Officer (Operations) is the second senior person in the DPS and acts in the capacity of Director during the actual's absence.

1.
Serves as the FMMC's Force Protection Officer. Ensures the development, 

implementation, and operation of an integrated security program to protect 

Army personnel, facilities, information systems, and assets from a wide 

spectrum of threats, to include domestic and international terrorism for 

both Fort Myer and Fort McNair. Force Protection is an integrated security 

program consisting of antiterrorism, physical security, personal security, 

law enforcement, and information operations. Provides management, 

operational oversight, advice and recommendations on new policy and the 

resolution of complex vulnerabilities and responses and/or resolutions to 

increased threats. Develops and continually analyzes the FMMC's force 

protection plan and continually evaluates its performance through 

assessments and scheduled exercises. Ensures the conduct of comprehensive 

vulnerability assessments, annual FMMC threat statement, risk analysis, 

and individual/unit force protection training. Guides crisis management 

planning and execution in the event of a terrorist attack, weapons of mass 

destruction incident, or other emergency situations. Serves as the focal 

point for the FMMC Force Protection Committee and chairs the FMMC fusion 

cell/working group as well as other subcommittees as appropriate, ensuring 

all appropriate functional elements are represented and the effective 

prioritization of resources. Ensures an effective system for receipt and 

dissemination of threat warnings and reporting. (65%)

2.
As the resource manager for the directorate, conducts resource 

assessments and internal control reviews in support of security 

operations. Reviews current security operations against regulatory 

guidelines and cost effectiveness, and prepares and develops 

recommendations to overcome deficiencies. Updates TDA data regarding 

spaces and equipment as necessary. 

Reviews, approves, modifies or rejects changes proposed by 

supervisors such as structuring positions, staffing levels, and obtains 

concurrence from higher management when necessary. Coordinates with all 

subordinate elements and prepares the directorate's budget and monitors 

execution. Serves as the primary hand receipt holder for the directorate 

and ensures the proper accountability and management of all assigned 

property. Approves training requests subject to funding availability.  

Manages life-cycle management program for all directorate equipment and 

conducts coordination for replacement. Reviews operations against 

checklists, regulatory guidance, and for cost effectiveness, and develops 

specific plans to overcome deficiencies. Prepares or directs the 

preparation of long-range plans which require extensive coordination, 

funding and lead-time. (20%)

3.
Supervises the directorate staff directly during the absence of the 

actual. Develops the organizational structure, determines operating 

procedures and directs procedure implementation ensuring the security of 

the FMMC. Provides goal requirements, objectives and priorities.  

Establishes and adjusts local long-range schedules, priorities and 

deadlines for special work assignments, and coordinates work schedules 

among supervisors. Coordinates with representatives of other FMMC 

directorates, units, and tenant activities concerning mission 

requirements, scheduled inspections, priorities and procedures. Reviews 

and analyzes records, work reports, and staff resources to evaluate and 

report to higher management on the progress and/or resolution of problems 

in achieving goals and objectives. Responsible for analyzing and 

organizing work assignments or functions to improve efficiency of the 

organization and security services provided. Writes, reviews, and/or edits 

correspondence, regulations, supplements, readiness SOPs, mobilization 

documents, and other correspondence. Attends formal meetings and 

conferences, which are held by various agencies/activities. These meetings 

require extensive coordination/preparation. Has authority to sign for the 

Director of Public Safety. (10%)

4.
As the senior civilian incumbent in the directorate, gives advise, 

counsel, or instruction to all DPS civilian employees on both work and 

administrative matters. Establishes internal guidelines, recommends 

approval, modification or rejection of civilian personnel actions 

forwarded by directorate supervisors. Develops plans and procedures to 

ensure that the directorate implements the provisions of civilian DA, MDW, 

and FMMC programs such as merit promotion, career development, performance 

appraisals, incentive awards, labor-management relations, Affirmative 

Action, and EEO. Recommends approval or modification of civilian career 

development and training plans for directorate personnel. Recommends 

approval, modification or rejection of requests by supervisors on 

promotions, reassignments, status changes and incentive awards. Interviews 

and makes recommendations on civilian candidates applying for employment 

with the organization, as well as on promotions or reassignments within 

the organization. Periodically reviews job descriptions for accuracy and 

reports detailing of employees to jobs other than their own. Initiates or 

participates in review and improvement of work methods, organizational 

features, and structuring of positions to eliminate unnecessary ones and 

achieve optimum content in those remaining. Hears and resolves complaints 

from civilian employees, referring group grievances and more serious 

unresolved complaints to the appropriate supervisor or the Director.  

Provides or secures necessary training for civilian personnel, and 

recommends disciplinary action when necessary. (5%)

FACTOR 1. Knowledge Required by the Position (Level 1-8, 1550 points)

Comprehensive knowledge of force protection-related security 

administration (antiterrorism, physical security, personal security, law 

enforcement, and information operations) and supporting intelligence 

programs, to include OPSEC, necessary to plan, develop, implement, assess 

and manage an integrated force protection program for Forts Myer and 

McNair. Advises top-level agency and subject-matter managers on threat 

trends, recommending methods to leverage technology, programs, and 

security personnel to develop counter-measures to new and emerging 

threats. Due to the ever-changing nature of force protection, individual 

research, self-study, and continuing education is paramount to effectively 

discharge these duties and ensure the safety and security of both Fort 

Myer and Fort McNair.

Extensive knowledge of management, staff functions, training development, 

property accountability, civilian personnel system and resource management 

to support the functions of the directorate and ensure the fielding of a 

properly manned, trained, equipped, and resourced security force capable 

of meeting the entire spectrum of security threats, including, but not 

limited to terrorists, criminals, protestors, and subversives.

Knowledge of risk management planning, crisis management, and 

vulnerability and threat assessments, to include the effects, types and 

reactions to weapons of mass destruction. Develops short and long-range 

plans to mitigate risks and respond to asymmetrical threat attacks. Must 

be able to quickly and actively respond to an emergency situation as 

either the senior person at the scene of either Fort Myer or Fort McNair, 

or at the installation's Emergency Operations Center, directing and 

coordinating emergency and security personnel response efforts.

Ability to communicate orally and in writing. Prepare finished written 

information papers, after action reports, plans, and decision papers.  

Knowledge and skill in automation programs.

FACTOR 2. Supervisory Controls (Level 2-4, 450 points)

Reports to the Director for Public Safety who provides broad 

administrative and policy direction and reviews work in terms of results 

achieved and efficiency of operations of the directorate, its public 

safety activities and services. Must be able to quickly and seamlessly 

assume duties as the Director during absence of the actual.

Works under broadly delegated authority and is relied upon to exercise 

initiative and sound judgment in technical decisions made, in implementing 

directives from the Director and/or higher headquarters, and in developing 

local policies and procedures for carrying out the work of the 

directorate. Must be capable of responding to an emergency situation on 

either Fort Myer and/or Fort McNair and quickly assume control and direct 

efforts of emergency and security personnel with little to no guidance 

from higher-level supervisors.

Delegated the authority for all force protection related decisions, 

recommendations, advice, assistance, and consultation, although 

higher-level agency or departmental review may be necessary for some areas 

as directed by law or regulation.

Must resolve conflicts, integrate and coordinate the work of others as 

necessary, and interpret policy in terms of established objectives. Must 

keep the Director informed about project progress, potentially 

controversial matters, developing security conditions and/or requirements 

with implications.  Completed work is reviewed for technical soundness and appropriateness relative to the nature and level of security required.

FACTOR 3. Guidelines (Level 3-4, 450 points)

Written guidelines include Army regulations as supplemented by MACOM and 

the FMMC; service field manuals; DoD directives and publications; DA and 

MDW publications; and Federal, State, and local statutes.

Exercises a great deal of initiative, resourcefulness, experience and 

judgment in researching, interpreting, resolving conflicts and applying 

guidelines, as well as in developing and implementing solutions to 

problems that are unique and outside the scope of current written 

materials, particularly when there are gaps in specificity and 

complexities due to the geographic separation of Forts Myer and McNair, 

or where action must be taken immediately to protect lives or property and 

there is no time for studies, analysis or reflection.

Uses training techniques, management practices, and technology from other 

force protection-related functional areas. Recommends operating procedures 

to improve security posture tailored to the specialized operating needs of 

both Forts Myer and McNair.

Uses a wide range of reference material and policy guidance to ensure 

familiarity with the wide and divergent operating guidelines of the 

directorate, to include law enforcement, physical security, antiterrorism, 

safety and fire. Additionally, must utilize military and civilian 

personnel guidelines where appropriate, as well as applicable Virginia and 

District of Columbia codes for those security operations with off-post 

implications.

FACTOR 4. Complexity (Level 4-5, 325 points)

Interprets evolving security requirements across all force protection 

sub-programs (antiterrorism, physical security, personal security, law 

enforcement, and information operations) to develop and implement new 

guidance. Analyzes applicable laws, goals, and policies to make 

recommendations for modifying basic policy issuance and implementation.  

This is further complicated by the fact that FMMC is composed of two 

geographically separated installations. Additionally, the high density of 

senior General Officers, and the numerous senior Federal-service VIPs that 

visit these posts, makes these exceptionally sensitive installations and 

unique within the Department of the Army.

Performs work requiring numerous management skills, including planning, 

reviewing, directing, and coordinating program actions. Complexities 

involve continually changing threat conditions at home and abroad, a lack 

of clearly defined guidance, competing resource requirements, and 

often-conflicting requirements for achieving force protection while 

supporting the accomplishment of two separate military installation's 

missions.

Responsible for the preparation of long-range plans, which require 

extensive coordination with MDW and FMMC agency-level staff personnel 

concerning budget, manpower and force protection sub-programs. Determines 

what goals and objectives need additional emphasis; determines the best 

approach or solution for resolving budget shortages; and, plans for 

long-range staffing needs. Secures legal opinions through various judicial 

channels. Directs development of analytical data. Develops plans and 

schedules for guidance to directorate supervisors in the accomplishment of 

work to meet program goals, objectives and priorities established by 

higher management of command. Determines goals and objectives that need 

additional emphasis.

As the second senior person within the directorate, the incumbent must be 

familiar with the wide and divergent operating sections of the 

directorate, to include law enforcement, physical security, antiterrorism, 

safety and fire so as to ensure the uninterrupted support of the FMMC 

during the Director's absence.

FACTOR 5. Scope and Effect (Level 5-4, 225 points)

Work involves defining, developing, and coordinating vital security 

programs that are central to the accomplishment of the Army's mission.  

Because of the sensitivity of Army facilities and the dangerous nature of 

the terrorist threat, the force protection program has a national impact 

and global repercussions. This is further heightened by the number of 

senior military and civilian personnel who live, work or visit Fort Myer 

and Fort McNair, these installation's proximity to numerous high 

visibility activities in the DC Metro area, and their intrinsic value as a 

potential high-visibility terrorist target.

The incumbent's advice, guidance or results directly affects the FMMC's 

ability to react to threat situations and to lessen the impact of acts of 

violence on personnel, facilities, and infrastructure through the 

employment of a comprehensive, integrated force protection program.

The work involves analyzing a variety of unusual security problems, 

questions, or conditions associated with the FMMC's security posture and 

its unique geographical separation. Respectively, formulating projects or 

studies to alter existing security systems substantially, or establishing 

criteria in an assigned area of specialization.

The work affects security systems and programs for a wide range of 

activities within the FMMC, in providing solutions to security problems 

and questions, and in developing alternatives and options that are 

designed to meet requirements in a variety of physical and environmental 

circumstances. Recommendations and technical interpretations affect the 

level of funding required to meet program objectives. Program and project 

proposals may also affect the budgets, programs, and interests of other 

organizations.

FACTOR 6. Personal Contacts (Level 6-3, 60 points)

Contacts are with all levels within the MACOM, FMMC staff, and top-level 

management within the Department of Justice, FBI, local police/security 

forces, and military/civilian intelligence collection activities.

Circumstances may require the incumbent to participate in unstructured 

crisis management settings or force protection planning sessions to 

resolve complicated problems of significant impact on both Fort's Myer and

McNair.

Meets and coordinates with various directorates, other FMMC directorates, 

units and tenant activities, as well as local, county, state and federal 

police agencies concerning work accomplishment, scheduled inspections, 

priorities, procedures and in coordinating emergency contingency plans, 

peacetime and wartime plans to include testing plans.

Contacts are with employees throughout the FMMC, the general public, 

military personnel of all ranks, and their family members, civilian 

employees, retirees, the US Magistrate and Staff Judge Advocate, and 

various local, county, state, and federal police agencies. Contacts are 

made with the Garrison Commander and staff, tenant activities/MACOMs and 

various local, county, state, and federal police agencies. Contacts take 

place in formal meetings and at conferences scheduled at the request of 

one of the participants and often require extensive coordination and/or 

preparation.

FACTOR 7. Purpose of Contacts (Level 7-3, 120 points)

Purpose of contacts is to provide technical expertise and to coordinate 

and persuade organizations to implement force protection measures 

technology and policy/procedural changes. Presents force protection 

recommendations and actions to determine their potential impact at the 

operational level and to gain approval of program plans or modifications.  

Coordinates and synchronizes numerous security-related plans under the 

umbrella of force protection. Coordinates vulnerability and threat 

assessments for the FMMC. Meets with resource managers to negotiate 

resource allocations.

Persuades directors or their representatives, FMMC staff and other 

decision-making officials, with widely differing goals and interests, to 

follow a recommended course of action consistent with established security 

policies, objectives, and regulations. This level is exemplified by 

contacts with directors or their representatives, often in an advisory 

relationship, for the purpose of briefing them on program plans and levels 

of spending or to change program plans so that security systems may be 

applied to greater advantage. At this level, persuasion and negotiation 

are necessary due to the presence of conflicting security, budgetary, and 

program objectives that must be resolved.

Resolves controversial problems concerning the employment of force 

protection measures. Participation in task groups or meetings is to 

promote use and integration of force protection measures and technology 

consistent with emerging threats.

As the second senior person within the directorate, the incumbent must 

also maintain liaison with a wide range of contacts, to include law 

enforcement, physical security, antiterrorism, safety and fire so as to 

ensure the uninterrupted support of the FMMC during the Director's 

absence. Contacts also include the civilian personnel community to ensure 

the appropriate support to all assigned directorate civilian personnel.

FACTOR 8. Physical Demands (level 8-1, 5 points)

The work is generally sedentary and is usually accomplished while the 

incumbent is comfortably seated at a desk or table. Some walking and 

standing may occur in the course of a normal workday in connection with 

travel to and attendance at meetings and conferences away from the work 

site. Items carried typically are light objects such as briefcases, 

portable computers, notebooks, and data processing reports. Lifting of 

heavy objects is not normally required.

The work also requires temporary duty visits for coordination, assistance, 

and inspections. Conducts staff assistance visits and vulnerability 

assessments to subordinate organizations and activities to review, 

discuss, coordinate, and evaluate the implementation and effectiveness of 

the force protection program. Temporary travel may include visits to 

conferences and training events.

Will respond to serious incidents as necessary which may require physical 

exertion such as long periods of standing, walking, running, driving, 

riding, bending, stooping, reaching, lifting and carrying heavy items in 

response to these emergency situations. Must have an above average 

resistance to fatigue.

Semi-annual weapons qualification with the 9mm pistol and annual chemical 

defense equipment training required.

FACTOR 9. Work Environment (level 9-1, 5 points)

The work is normally performed in an office setting involving everyday 

risks or discomforts that require normal safety precautions. Typically 

work takes place in offices, meetings and training rooms, libraries, 

residences, and private or commercial vehicles. The use of safe work 

practices with office equipment, avoiding trips or falls, observing fire 

regulations and traffic signals, etc., will generally preclude injuries.  

The work area is adequately lighted, heated, and ventilated.

When responding to serious incidents, and during periods of weapons 

qualification, climatic conditions may include extreme cold often without 

benefit of shelter. Occasional use of weapons and specialized protective 

equipment or clothing required.

SPECIAL SITUATIONS:

Must possess Top Secret Clearance.

This position is designated emergency essential. Incumbent is a first 

responder and must be ready and able to respond to the FMMC as long as is 

required in support of varied contingencies and under severe and austere 

conditions. Use of 9mm pistol and/or chemical defense equipment may be 

required when responding to a threat situation.

The duties and responsibilities of this position require the incumbent to 

exercise judgment in making or recommending a Government decision or in 

taking or recommending a Government action in regard to contracting, 

procurement, auditing, or other responsibilities in which the decision or 

action has an economic impact on the interests of any nonfederal 

enterprise. Therefore, the incumbent of this position will be required to 

file DD Form 1555, Confidential Statement of Affiliation and Financial 

Interests.

Due to the sensitive nature of information that the incumbent will have 

access to, this position is covered under the Civilian Drug Testing 

Program.

FLSA Exempt. Reference OPMs FLSA regulation published in part 551 of title 

5, Code of Federal Regulations.

Total Points = 3190

Range GS-13: 3155 - 3600

Evaluation:

Not Listed

